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Abstract— Advanced Image Steganography is used to develop a secure path for sending or receiving secret text
messages. Using Chaff and Winnow& AES (Advanced Encryption Standard) encryption technique, the text
message is encrypted and sent to receiver very securely. The system uses AES encryption to encrypt the user’s
secret text message and key information while sending it to receiver also using Diffie-Hellman key generation for
sharing secret key between sender and receiver.
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I. INTRODUCTION
In the last years the Internet has been considered as a suitable medium for transferring digital data and
multimedia. Its main advantage is the availability to almost everyone and data can be received within a few
seconds. The main disadvantage of using the Internet is the weak data security, because data can be monitored by
any unauthorized viewers. That is why steganography should be used. Steganography is a technique for
embedding a secret data into a cover image. Any unauthorized user can view the stego image but only authorized
users can extract the secret data. Any steganography approach must be secure to avoid any unauthorized access.
It is divided into two main steps, the first step is the embedding algorithm and the second step is the extraction
algorithm.
Steganography is the technique of hiding private or sensitive information within something that appears to be
nothing be a usual image. Steganography involves hiding Text Messages, so it appears that to be a normal image or
other file. If a person views that image which has hidden information inside, he or she will have no idea that there
is any secret information. [1][5]
II.

LITERATURE REVIEW AND EXISTING SYSTEM

In recent trends of technology, the challenge of improving Information security is important need when sending
and receiving data in the fields of data communication and networks. To solve these problems there are several
methods used to protect data from unauthorized access during transmission. Many techniques is used to protect
the user data. The most efficient technique is using cryptography and steganography. Cryptography and
Steganography are the master areas which take a shot at Information Hiding and Security.
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In cryptography, encryption algorithm is the technique of converting transferred data into unrecognizable form to
prevent unauthorized access to data unless knowing specific information about the used key. Decryption
algorithm is used to reconstruct the original data. Cryptography recently includes using advanced mathematical
procedures in encryption and decryption techniques. Cipher algorithms are becoming more complex daily. There
two main algorithmic approaches to encryption, these are symmetric and asymmetric. In Symmetric-key
Encryption using similar cryptographic key for both encryption and decryption. The used keys must to be similar
or there can be a Some changes between the two keys. In asymmetric key encryption algorithms, the keys used for
encryption and decryption must be different. Steganography is the technique that deals with hiding secret data in
some cover media which may be image, audio, or video. The word steganography comes from the Greek “Seganos”,
that mean covered or secret and “graphy” which mean writing or drawing. [2][7][8]
 Problem with current scenario [7] [8]

There was no such security technique used for hiding text data into image and sending it securely to the
receiver.

Sending a text message to other party would be easily readable by anyone.

By applying various combinations, hacker would easily break the security of the text message.

No such secure path was used to send a text message securely.
 Drawbacks of the existing system

Maintenance of the system is very difficult.

There is a possibility for getting inaccurate results.

User friendliness is very less.

It consumes more time for processing the task.
The second level of obfuscation employed in addition to a onetime-pad is chaffing. Borrowing language from the
farming practice of “winnowing the chaff from the wheat”, the concept of chaffing and winnowing as a means to
achieve confidentiality in message transmission was first proposed by MIT computer scientist Ronald Rivest.
Chaffing and Winnowing introduces an approach that does not use encryption keys, but instead uses
“authentication” keys. An authentication key allows for the identification of valid bits from invalid bits of data.
Using this knowledge, a message can be sent with both valid and invalid parts and the receiver can remove the
invalid bits from the good bits (winnow the chaff) to get the message (the wheat). Using this approach, the cipher
generated by the one-time-pad can be “padded” with additional characters, resulting in every string returned
having the same number of characters [9].
There is no such existing application present for securely data transferring the data using all the algorithms
proposed in this project. For additional security Diffie-Hellman key exchange algorithm is used for key exchange.
Also due to the information security background the web application security assessment of the application is be
done and the application is secured completely. For the application security assessment, the Owasp testing guide
was used.
III. PROPOSED SYSTEM
Considering the anomalies in the existing system computerization of the whole activity is being suggested after
initial analysis. The project is developed using Visual Studio with C# .Net as programming language. There is only
one entity that will have the access to the system which is user. Users first need to login using its login credentials
and then only he/she can access the system. Steganography is the technique of hiding private or sensitive
information within something that appears to be nothing be a usual image. Steganography involves hiding Text so
it appears that to be a normal image or other file.
If a person views that object which has hidden information inside, he or she will have no idea that there is any
secret information. What steganography essentially does is exploit human perception; human senses are not
trained to look for files that have information inside of them.
What this system does is, it lets user to send text as secrete message inside an image file where, user uploads the
image and enters the text to send secretly, and gives a key or a password to lock the text, what this key does is, it
encrypts the text, so that even if it is hacked by hacker it will not be able to read the text.
Receiver will need the key to decrypt the hidden text. User then sends the process id, Secret key and decryption
key to the receiver where, receiver first opens the image, and then he/she enters the public key of sender of the
respective id. Once the secret key is accepted by the system, then it allows receiver to decryption key for
decryption of cipher-text, he/she then presses decrypt key to get secret text from the sender.
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By using this method, you can double ensure that your secret message is sent secretly without outside
interference of hackers or crackers. If sender sends this image in public others will not know what is it, and it will
be received by receiver. The system uses online database to store all related information.
Sender’s Part:

Sender loads an image which he wants to send

Then he enters the text

He sets the password for text and finally encrypts it.

He saves the image and sends it across to receiver (Through email or any other way).
Receiver’s Part:

Receiver opens the image in the application.

Enter password which was used for encrypting (Password can be pre-decided or shared)

After typing the password press Decrypt.

Text will be shown as it was sent by the Sender.

Fig 1. Block diagram of proposed System
Strings using standard string-similarity functions when the strings must be obfuscated in some secure manner
(e.g. hash, encrypt, cipher). Two separate processes are elaborated within. The first, using a one-time-pad to
create cipher for each string, provides for a type of obfuscation that is both theoretically unbreakable and not
vulnerable to frequency analysis. The second process enhances the first by employing the method of chaffing and
winnowing which involves the addition to the cipher of fake characters (“chaff”) to the valid characters (“wheat”)
so as to result in all encoded strings being the same length.[9]
As an example, let’s say that we want to encrypt the string “AARON” from data set . Using a cryptographically
secure random key generator we feed in the alpha-numeric seed:
"ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"
And are returned the pad-key
"DO88Z0DLE7SZZI6ABAD4CHIJJ6PTYZUYZYKT".
This system comprises of 5 Modules as follows:
 Image Selection:
Here, User selects an image for sending a secret message.
 Encrypting the Data:
Here, User enter/inputs the text that is to be hidden in the image. User sets a key and uses the encryption
technique to encrypt the data.
 Downloading the Image:
After hiding the text with the encryption technique, user can save the encrypted image file and store it into
local system.
 Send Email:
Here, user can share the secret message with one or more people by sending them the process id, required key
details via email.
 Decrypting the Data:
Once, the receiver receives the image, he/she can decrypt the image and the original secret message will be
displayed
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IV. CONCLUSIONS
A cryptography and steganography algorithms proposed to increase security and authentication of data
transmitted in a network environment. The proposed system is one of the best ways of hiding the secret of data
transferred between sender and receiver from intruders in unsecured networks. The growth of modern
communication needs a special means of security especially on computer network. As there appears a risk that the
sensitive information transmitted might be intercepted or distorted by unintended observers for the openness of
the internet. So it has resulted in an explosive growth in secure communication and information hiding. Moreover,
the information hiding technique can be used extensively in applications like business, military, commercials, anticriminal, digital forensic and so on. Steganography is the technique of secret communication which has received
much attention. In this thesis image based steganography methods have been proposed to increase the
performance of the data hiding techniques. This project focuses on the analysis and development of image
steganography techniques that can hide data with a low detection rate and high payload.
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