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ABSTRACT - In today’s nature transmitting message in a safe and protected miniature is difficult, especially when
decidedly conscious message is involved. The system aspiration at suggested a methodology which employs dual stage of
examination getting cryptography and steganography to cover the mysterious document message. The Visual
cryptography system (VCS) is a protected mode that encoded a mysterious image into shares. The key design behind the
suggested access deals with message hiding in image getting Zigzag scanning pattern which is more complex method Z?H
in steganography again encoded as shares by VC technique for hidden in separate cover images to present authentication
for the VC shares which makes these mysterious shares invisible by hidden them into cover images getting (Two Shares
Visual Cryptographic Encryption) TSVCE method. The mysterious shares generated from VC encryption are
watermarked into some cover images getting digitized watermarking. Digitized watermarking is used for providing the
dual examination of image shares. The share is embedded into the cover image getting Least Significant Bit Insertion
Technique (LSB). The system presents more protected and meaningful mysterious shares that are robust against a total of
attacks. The performance of the suggested system is evaluated getting peak signal to noise ratio (PSNR), histogram
analysis and also numerical experimentation suggests that hidden time varies linearly with message length. The
simulation results show that, the suggested system presents high stage of examination.

Index Terms- Zigzag, Mysterious shares, Visual cryptography, Watermarking, Cover images.

1. INTRODUCTION

Digitized machinery has leading immensely [1]. This has put forth lot of opportunities as well as challenges to
protect the digitized content. Protected message transmission refers to confidential message being transferred over a
protected carrier such that it is not infiltrated or intercepted by any other party other than the expected receiver. As machinery
progresses more and more messages is digitized, there is even more emphasis required on message examination today than
there has ever been. Protecting this message in a safe and protected way which does not impede the access of an authorized
authority is an immensely difficult and very interesting research complication. Uncounted attempts have been made to solve
this complication within the cryptographic center. Steganography is the art and science of encoding a mysterious message
into an current communication carrier in such a way that only the sender and intended receiver are aware of its pronounce
[1]. The ongoing development of computer and technologies presents an excellent new carrier for steganography. Images do
not convey any significant message and they can be used to cover a mysterious message [2].Also, some pixels of the image
can be modified to carry a small total of mysterious bits as small alteration (e.g. least significant bit of pixels) will not be
noticeable to an unsuspecting user [2].One of the new approach in message examination modes is visual cryptography allow
us to effectively share mysterious between a total of trusted parties [3] [4].

As with uncounted cryptographic arrangement, trust is the most difficult part. Visual cryptography presents a very
powerful access by which one mysterious can be distributed into two or more shares [5].When the shares are superimposed
exactly stable; the original mysterious can be discovered. A mysterious is something which is kept from the knowledge of
any but the initiated or privileged. Mysterious sharing is a mode by which a mysterious can be distributed between factions
of participant is allocated a piece of mysterious [6]. This piece of the mysterious is known as a share. The mysterious can be
reconstructed when a sufficient total of shares are combined stable. While these shares are separate, no message about the
mysterious can be accessed. That is shares are completely useless while they are separated. Pixel expansion and low contrast
of the recovered image is the most important concept in visual cryptography [7]. Watermarking is the access of hidden
mysterious image into a cover image without affecting its perceptual quality so that mysterious image can be revealed by
some process [8]. One significant improvement of watermarking is the inseparability of the watermark (mysterious image)
from the cover image.
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Some of the vital characteristics of the watermark are hard to perceive, resists typical distortions, endures
malevolent attacks, carries numerous bits of message, capable of coexisting with other watermarks, and demands little
computation to insert and extract Watermarks [9]. Generally, robust watermarking is used to resist un-malicious or malicious
attacks like scaling, cropping, loss squeeze, and so forth. Watermarking approach can be categorized into different types
based on a total of ways. Watermarking can be divided into Non-blind, Semi-Blind and Blind arrangement based on the
requisite for watermark extraction or detection [10]. Non-blind watermarking arrangement necessitates the original image
and mysterious keys for watermark detection. The Semi-Blind arrangement require the mysterious keys and the watermark
bit sequence for extraction, whereas, the Blind arrangement need only the mysterious keys for extraction. Another
categorization of watermarks based on the embedded message (watermark) is: visible and invisible. With visible
watermarking of images, a secondary image (the watermark) is embedded in a primary image in such that it is perceptible to
a human observer, whereas the embedded message is not detectable in case of invisible watermarking; nevertheless, it can be
extracted by a computer program.

Pixel expansion and low comparison stage is the most important drawback in visual cryptography. In our suggested
access these drawbacks are overcome by getting xor operation for stacking those shares and also present very strong stage of
examination. Here our suggested system will add the merits of Steganography getting zigzag pattern, visual cryptography as
well as Invisible and blind watermarking approach, where we will cover the message getting Steganography and generate the
mysterious shares getting basic visual cryptography miniature and then we will watermark these shares into some cover
images getting invisible watermarking. Thus the mysterious shares are protected from cheating attacks. The decryption will
be same as in the visual cryptographic miniature i.e. by stacking of the shares after the mysterious shares have been extracted
by a simple watermark extraction access. The experimental results have been demonstrated for efficiency of the suggested
Invisible Watermarking system for Binary images.The remainder of this system is organized as follows: Section Il presents a
review of background and related work. In Section Ill, we introduce our suggested miniature with four phases with the
simulated results and also the suggested miniature is evaluated by PSNR and histogram analysis. In Section 1V, we show the
results of an experiment that was performed to evaluate the performance of the suggested mode.

2. LITERATURE REVIEW
A. Steganography:

Steganography is the art of hiding messages inside unsuspicious medium. The purpose of steganography is to cover
the existence of a message from a third party. Cryptography is widely used with steganography. A major drawback of
cryptography is that the existence of the message is not hidden, whereas, steganography covers the existence of the message.
Steganography works in two stages, hidden then extracting. During the hidden stage, a key is used to embed a message in a
cover medium resulting in a hidden object. The hidden-object is then transmitted along public carriers to its destination.
When the hidden-object is received, the embedded message is extracted from hidden-object getting the known hidden-key.
steganalysis is the art of discovering and rendering useless such covert message. Its goal is to avoid drawing suspicion to the
transmission of a hidden message. steganalysis contains two main issues: Detection and Distortion. Drawback of
Steganography is if the key is known then the message can be retrieved easily. Therefore no examination for the encoded
image. The encoded image can be protected by combining these steganography with visual cryptography and digitized
watermarking.

B. Visual Cryptography System

Visual Cryptography (VC) was first introduced by Moni Noar and Shamir at Eurocrypt'94. In the above basic VC
system each pixel 'p' of the mysterious image is encoded into a pair of sub pixels in each of the two shares [11]. If 'p" is white,
one of the two columns under the white pixel in Fig. 1 is selected. If p is black, one of the two columns under the black pixel
is selected. In each case, the selection is performed randomly such that each column has 50% probability to be chosen [12].
Then, the first two pairs of sub pixels in the selected column are assigned to share 1 and share 2, respectively. Since, in each
share, p is encoded into a black white or white-black pair of sub pixels, an individual share gives no clue about the
mysterious image. By stacking the two shares as shown in the last row of Fig. 1, if 'p' is white it always outputs one black and
one white sub pixel, irrespective of which column of the sub pixel pairs is chosen during encryption. If 'p' is black, it outputs
two black sub pixels.

Anyone who holds only one share will not be able to reveal any message about the mysterious. Stacking both these
transparencies will permit visual recovery of the mysterious. The pixel-expansion complication is a major drawback with
most VCSs that use the VC-based access. The pixel-expansion complication affects the practicability of a VC system because
it increases the storage and/or transmission costs. VCS access for GASs also suffers from the pixel-expansion complication
[13]. When used standalone steganography and cryptography approach are vulnerable to attacks. Attacks on steganography
and cryptography lead to detection and destruction of the mysterious message. Steganography attacks focus on detecting the
changes in the cover that has been used to send the mysterious message. Cryptography attacks focus on de-scrambling the
mysterious message. Examination breaches can be overcome when the improvements of both these approach are combined
stable.
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steganography methods applied on cryptography approach results into a robust system. The objective of getting two
approaches in combination in the existed system is such that benefits of the two approaches can be combined and a more
protected and robust system can be built. Three layers of examination are added to the mysterious message that is hidden in
the video the first stage being arrangement of message in a random miniature that is the frame selection logic. If this stage of
examination is broken still the steganography message has to be recovered and later the message has to be decrypted to
obtain the original message. This makes it difficult to the attacker to obtain the mysterious message quickly and correctly.
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Figure .I. Visual Cryptography system
Cryptography can be classified broadly into three main factions’ asymmetric encryption method, digitized signature
and hash function [8].In asymmetric encryption methods two keys are used. Public key for encryption process and private
key for decryption process. Digitized process is a mathematical access to check the authenticity of a digitized message.

Digitized signatures prevent message from being tampered or forged. Hashing is only a one way mathematical
function and hashed value is only a message digest of the message. An overview is presented in section Il. The section |1l
describes the suggested methodology. Section IV briefs about the methodic view and results. Section V illustrates about the
performance evaluation and section VI describes the future work and the system is concluded.

C. Digitized Watermarking

A digitized watermark is a kind of marker covertly embedded in a noise-tolerant signal such as audio or image
message. It is typically used to identify ownership of the copyright of such signal. "Watermarking" is the process of hiding
digitized message in a carrier signal the hidden message should, but does not need to contain a relation to the carrier signal.
Digitized watermarks may be used to verify the authenticity or integrity of the carrier signal or to show the identity of its
owners. Digitized watermarking is the act of hiding a message related to a digitized signal (i.e. an image, song, and video)
within the signal itself [14]. It is a concept closely related to steganography, in that they both cover a message inside a
digitized signal.

In this system the mysterious message has been hidden in image and then the shares have been generated by Visual
Cryptography. VC system was used for generating shares. After that both shares were embedded into separate cover images
with the help of invisible watermarking [15]. In this research, we existed an innovative Invisible system, applied to VC
shares to protect them against cheating attacks by the adversaries.

11l. THE SUGGESTED MINIATURE
A. Phases of Suggested Scheme

This suggested miniature for protected the message communication getting steganography, visual cryptography
which will use watermarking access to embed the generated shares into any cover image. The suggested access has tested
getting various image size and message length with hidden time getting TSVCE method. Suggested system consists of four
phases which are described in the following subsections. The performance is evaluated by getting peak to noise signal ratio
(PSNR) and also by histogram of image before and after hidden. In our suggested system the histogram of the image before
and after hidden will be same. Phasel- steganographic Access in this very first phase, the mysterious message is hidden
getting steganographic access. The suggested access is based on the (Z?H) Zigzag hiding sequence applied on binary images.
Image would be divided into 8x8 blocks and in each pixel; message will be covered in zigzag manner. It presents more
examination comparing to other hiding sequence.

B. Z?h (Zigzag Hiding) Method for Steganographic Technique
Stride 1: Zigzag hiding sequence applied on binary images
Input: 3 greyscale images

Output: divided into 8x8 blocks and in each pixel

Action: The hidden process starts from any pixel and covers the message in Z°H pattern as the diagram illustrates. In
suggested scanning sequence Z°H sequence is used which is very complex so the hacker fined it difficult to hack the
message. The message is covered in Z°H manner so the message covered path cannot be easily predicted by the hacker. The
test images taken for system testing with various sizes

End
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Figure.2. Zigzag Pattern

Table 1: Images

IMAGE | SIZE | WIDTH | HEIGHT
1 108KB | 192 192
2 300KB | 320 320
3 588KB | 448 448
4 768KB | 512 512

The hidden time for zigzag pattern IS shown with various message lengths in Table 2

Stride 2: the depth of the 3 dimensional Effect of message length on hidden time for zigzag pattern images
Input: greyscale images
Output: test images 1, 2, 3 and 4 by zigzag
Action: established on the projection
Table 2: Hidden time

Message Hidden Time
Length [ Image1 | Image 2 | Image 3 | Image 4
1KB 0.055 0.056 0.056 0.025

4KB 0.215 0.219 0.217 0.222
8KB 0.432 0.435 0.436 0.441
12KB 0.648 0.654 0.653 0.651

16KB 0.862 0.879 0.871
32KB 1.734 1.757 1.742
64KB 3.521 3.495
74KB 4.002
84KB 4.558
94KB 4.919

The above Table 2 shows different message lengths and hidden time in seconds for test images 1, 2, 3 and 4 by
zigzag scanning pattern. For image 1 it was observed that the hidden process failed for message length of value 12KB or

greater.
6

5

Wimage 1

3 Himage 2

Image 3

Mimage 4

0 A : . .
1KB 4KB BKB 12KB 16KB 32KB 64KB 74KB 84 KB S4 KB
Figure.3. Effect of message length on hidden time for zigzag pattern.

End

Stride 3: image and pixel size calculation

Input: greyscale images

Output: test images

Action: image size LI xXL2 pixels, it is possible to cover (LIXL2x3) bits
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So for an image size LI xXL2 pixels, it is possible to cover (LIxL2x3) bits, that is (LIxL2x3) / (8x1024) KB. From the

above analysis it is clearly shown that, when the image size is smaller only less amount of message can be stored. When the
image size increases the amount of message length stored can also be increased.

End

Larger the image, larger the message length can be stored. So, mostly large size of image is used for protected
transmission of message where huge amount of message can be stored. The above Figure.3 shows the hidden time
performance for Zigzag hiding sequence which is applied in four test images as function of message length. The result
suggests that the hidden time varies linearly with the message length. For experimentation message taken and the binary
image

“Steganography is the art and
science of encoding a secret
message Into  an  existing
communication channel in such
a way that only the sender and
intended receiver are aware of its
existence”

Fig.4. (a) Document with message length of 194 needs to cover (b) Message covered binary image with the message length of 194 and hidden time of
0.025737 seconds.

C. Visual Cryptographic Encryption Getting TSVCE (Two Shares Visual Cryptographic Encryption) METHOD

In this second phase they will do visual cryptography (VC) encryption. The message encoded image is generated as
two shares by VC access. In our suggested system, VVC share creation is performed.

Stride 1: message encoded image is generated as two shares

Input: encoded images

Output: VC share

Action: A white pixel is shared into two identical blocks of four sub pixels. A black pixel is shared into two complementary
blocks of four sub pixels. All the pixels in the mysterious image are encoded similarly getting this system.

End

Stride 2: two shares are stacked stable

Input: VC share

Output: medium grey or completely black

Action: When two shares are stacked stable, the result is either medium grey (which represents white) or completely black
(which represents black). In general, a (k, and n) mysterious sharing system is a mode to share a mysterious K among n
participants such that the following conditions hold. Any k participants stable can compute K. Any t participants, t < k, gain
no message about K. Here is an example of a (2,2) mysterious sharing system.

End

Stride 3: two shares can be constructed

Input: VC share
Output: constructed
Action: Assume that the mysterious K is a binary sequence of length m, i.e. K = (kp kz, ", km) the two shares, 8, and 82 can
be constructed as follow. The first share is chosen to be a random binary sequence of length m, say 8, = (8",512," ,SIm )
‘Then, we can compute the second share by doing "exclusive or" on K and S;.
S;i =k EB Sy;, i =1,---,m equation(l) 21 f Il '
For example, assume that m = 2, k = (0, 1). Then the two shares can be constructed as follow:
S1=(0,0),S2=S1EBK=(0, 1)
S1=(0,1),S2=S1,EBK=(0,0)
S1=(1,0),S2=S1EBK=(1,1)
S1=(1,1),52=S1,EBK=(1,0)
End
However, looking only at one share, say SI' any four values of K is possible. In other words, it gains no message
about K if another share S2 is unknown. Generally, the black-and white (2, 2) visual cryptography decomposes every pixel in

a mysterious image into a 2x2 block in the two transparencies according to the rules in figure 1, two of them black and white.
If pixel is white (black) one of the above six columns of figure 1 is chosen to generate Share 1 and Share 2.
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Figure.5. VC share

D. Hiding The Shares Getting Digitized Watermarking:

This phase embeds image shares into some cover images getting digitized watermarking. Result of this phase will be
different meaningful shares consist some cover image. The shares generated by VC (2, 2) were hidden into the separate cover
images by Least Significant Bit (LSB) insertion access. A digitized image consists of a matrix of color and intensity values.
In a typical gray scale image, 8 bits per pixel are used [16]. In a typical full color image, there are 24 bits per pixel, 8bits
assigned to each color components.

Modulating the least-significant bit does not result in a human perceptible difference because the amplitude of the
change is small. Improvement of LSB is its simplicity and uncounted approach uses these modes. LSB hidden also allows
high perceptual transparency. LSB encoding is extremely conscious to any kind of filtering or manipulation of the
watermarked image. One of the most common approaches used in watermarking is called least significant bit (LSB)
insertion. The least significant bits of the cover-image are altered so that they form the embedded message [17]. The
experimentation results for hiding shares into cover image were shown below.

Fig.6. Cover image 1 before and after encoding with PSNR =55.9110 and corresponding histogram analysis.

(1] £ L] 150 2 =0

Figure.7. Cover image 2 before and after encoding with PSNR =55.9045 and corresponding histogram analysis.
Thus share 1 embedded into the cover image 'Lena’ and share2 in ‘Baboon'.
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IV. PEKFORMANCE EVALUATION

Peak signal to noise ratio (PSNR) is employed to measure the difference between the cover image and the
watermarked image. PSNR can be calculated getting P, 'liVR 10iop: .t MRSL is the maximum value the samples and MES is
the mean error square. The evaluation of performance of any visual cryptography arrangement, which can done by
considering the parameters such as PSNR (peak signal-to-noise ratio)PSNR is used to compare between the cover image and
the watermarked image. It is measured in decibels (dB). It is used to assess the quality of the hidden image. If PSNR of gray
scale image larger than 36 dB then the human cannot distinguish between the cover image and the watermarked image.
PSNR results as shown below prove the visual quality of the image after hidden.

Table 3 Results

Shares Cover PSNR MSR BER
images % % %

Share 1 Lena 55.9110 0.09 1

Share 2 Baboon 55.9045 0.12 1

Histogram analysis can be used to evaluate the efficiency of the embedded method. If the histogram remains the
same after the hidden, then the embedded method is efficient. Note that the histograms of the cover images and the
watermarked images do not have any significant change. The stability of the watermarked images histograms means that the
suggested system can resist the attacks and statistical changes. Histogram of original and the embedded image remains the
same which prove efficiency of image before and after hidden in suggested system. Histogram of the two cover images are
shown in figure

A. Robustness to Attacks:
To evaluate the robustness of the suggested mode, several attacks have been applied to the watermarked image and
also to share 1 & 2. Fig.8 shows watermarked image and share 1 &2 under different attacks

2w Al w4 I
() (b) (© (d)
Figure 8. Watermarked Image 1 under different attacks.
(a) Salt & Pepper Noise (PSNR = 9.59db)
(b) Comparison (PSNR =6.78db) (c) Luminance (PSNR=16.99 db) (d) Tamper (PSNR=12.54 db)

Fig 9.Share 1 under different
(a) Salt & Pepper Noise (b) Contrast
(c) Luminance (d) Tamper

o ] Al et
(a) (b) (© (d)
Figure.10. Watermarked Image 2 under different attacks. (a) Salt& Pepper Noise (PSNR = 10.69db)
(b) Contrast (PSNR =9.78db) (c) Luminance (PSNR=11.59 db)  (d) Tamper (PSNR=19.43 db)
ety e e

}g"} ol o &ﬁ- 2
(a) (b)
Figure.11. Share 2 under different attacks.

(a) Salt & Pepper Noise (b) Contrast

(b) (c) Luminance (d) Tamper
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V. VISUAL CRYPTOGRAPHIC DECRYPTION:

In this phase the binary watermarked shares extracted from the cover images. The suggested watermarking system
doesn't necessitate the original image or any of its characteristics for the extraction of watermark, and hence the suggested
system is blind. Then they apply the visual cryptographic decryption. It uses human visual system for decryption which is the
core improvement for which visual cryptography was developed. Now they can decrypt the original mysterious image by
overlapping or stacking the shares. Then the mysterious message has been recovered from the overlapped share getting
length of the message as key.

Meiirve s e m
. g

(@)

“Steganography is the art and science of
encoding a secrel message into an
existing communication channel in such
a way that only the sender and intended
receiver are aware of its existence”

(b) (©)
Figure.12. (a) Recovered Sharel and Share2
b) Recovered image (c) Extracted message

The message is extracted from the recovered image with message length of 194 as a key

VI. EXPERIMENTAL RESULTS

For simulation they have used MATLAB 7.0 tool and tested with images of different sizes as shown in Table 1. The
mysterious image used for experimentation of steganography is the size of Test Image 4. The suggested system achieves
effective embedment of the binary share images into the cover images. Also, the suggested system depicts efficient extraction
of the embedded watermarks from the watermarked images. The watermarked images possess good Peak Signal to Noise
Ratio (PSNR) and good visual quality. Fig. 4, S, 6, 7, 8, 9, 10, 11, 12depicts the results obtained on experimentation of the
entire suggested Visual Cryptography system. The results include original mysterious image, encoded mysterious shares,
cover image, watermarked images and the decoded mysterious image.

VIl. PERFORMANCE EVALUATION

A. Less computational time

The suggested system contains a frame selection logic which uses an index, hence retrieval of the mysterious
message from then hidden -crypto message becomes easy and fast. Retrieval time for the decrypted message is 6.44 seconds
for the implemented access.
B. Decidedly protected

Dual stage of examination is obtained by the use of steganography as well as cryptography. In addition to it there is
a frame selection logic used which embeds the message in random frames, which becomes difficult to gauge.
C. High availability

Message is used widely across uncounted social networking sites and applications. The avi format used is also a
well-known and frequently used format in videos. Thus the usage of video will not arouse any suspicion since they are
commonly used these days. Confidential message can such as banking or military message can be transmitted across an
unprotected communication carrier too, since it won’t gross attention.

VIIl. CONCLUSION
In this work a general design of the suggested work was put forth in brief and a simple access was implemented to
conduct an efficiency check of the suggested work. Currently the focus is restricted to one access. The suggested concept can
be extended for several novel crypto-hidden approaches. A wide variety of combinations can be used to design more robust
and efficient arrangement. Various approach can be compared and caparisoned to evaluate and analyze the best one with
respect to message hiding capacity, visual perceptibility, efficient retrieval of message and uncounted more factors.
Steganography and Watermarking is the current area of research where lot of scope exists.
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Currently the particular cryptographic access called Visual Cryptography is being used by several countries for
mysteriously transfer of hand written documents, facial documents, document images, internet voting etc. Therefore
combining these three phases of message hiding access present high stage of examination. The Zigzag hiding sequence was
implemented which presents more examination than any other hiding sequence in Steganography. The result suggests that the
hidden time varies linearly with the message length. In our suggested system the vulnerability of binary mysterious shares is
overcome by hiding them invisibly into some cover images. During the decryption phase, the mysterious shares are extracted
from their cover images. The overlapping f these shares reveal the original mysterious image from which the message has
been decrypted getting message length as a key. Yet uncounted possible enhancements and extensions can be made to
improve further.

XIl. FUTURE WORK:

In future this miniature concept can be extended for several novel crypto-hidden approach. A wide variety of
combinations can be used to design more robust and efficient arrangement. Various approach can be compared and
caparisoned to evaluate and analyze the best one with respect to message hiding capacity, visual perceptibility, efficient
retrieval of message and uncounted more factors.
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