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Abstract: 
system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
traditional and simple security measures of the system. In traditional system many of the doors are havi
mechanical 
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 
matching algorithm will be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 
be able to unlock the door. So, limitation of managing
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 
not only enhance the security but also make the system keyless. Proposed system 
attacks as we are proposing machine learning based approach.
Keywords
 

Now-a-days with the extreme use of smart devices are used to automate many of the processes. Home automation is 
one of the aggressively developed technology use by high end society. It's far tough to consider blindly on traditional 
and simple security feat
which have been constrained on the number of keys. So, to overcome the aforementioned issues and traditional 
locking system one has to modify them and make them smart a
secured environment and accountability of who locked and unlocked when 
traditional system.
 

This paper proposes Smart Door Unlock System based on Face Detection to enrich the
based approach is proposed in the paper. In this system camera sensor will be used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 
able to unlock the door. So, limitation of dealing with keys will be resolved. This system will now not best beautify 
the safety however additionally make the device keyless. Many promising digital based automated solutions came in 
market whose detailed analy
people tried to develop the automation on door based on smart card thumb based, iris based but very few of them 
are prominent for face based 
are also faced when we use face detection such as lightening, varying brightness. The main advantage of this system 
is acquiring the door using face detection approach and entire face is recog
involves attribute extraction from facial image with help of smart door model an intense innocence is expected in 
security industry and to make daily objects synergistic.

                International Journal of Innovative Research in Information Security (IJIRIS) 
                      Issue 02, Volume 0

_____________________________________________________________________________________________________________________________
©2014-21, AM Publications, India 

DOOR SECURITY SYSTEM

Publication History 
Manuscript Reference No

13, July 2021
Accepted: 20, July 2021

 Online:  23, July
https://doi.org/10.26562/ijiris.2021.v080

A.Srinivasa,Prasanth,Rama
Journal of Innovative Research in Information Security
https://doi.org/10.26562/ijiris.2021.v080

review: Double-blind Peer
Dr.A.Arul L.S, Chief Editor, IJIRIS, AM Publications, India

Copyright: ©2021 This is an open access article distributed
License; Which Permits unrestricted use, distribution, and reproduction in any medium, provided the original 
author and source are credited

 In today's era of automation and smart devices, there is crucial 
system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
traditional and simple security measures of the system. In traditional system many of the doors are havi
mechanical lock which was
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 
matching algorithm will be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 
be able to unlock the door. So, limitation of managing
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 
not only enhance the security but also make the system keyless. Proposed system 
attacks as we are proposing machine learning based approach.
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This paper proposes Smart Door Unlock System based on Face Detection to enrich the
based approach is proposed in the paper. In this system camera sensor will be used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 

e to unlock the door. So, limitation of dealing with keys will be resolved. This system will now not best beautify 
the safety however additionally make the device keyless. Many promising digital based automated solutions came in 
market whose detailed analy
people tried to develop the automation on door based on smart card thumb based, iris based but very few of them 
are prominent for face based 
are also faced when we use face detection such as lightening, varying brightness. The main advantage of this system 
is acquiring the door using face detection approach and entire face is recog
involves attribute extraction from facial image with help of smart door model an intense innocence is expected in 
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In today's era of automation and smart devices, there is crucial 
system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
traditional and simple security measures of the system. In traditional system many of the doors are havi

lock which was restricted on the number of keys. This article proposes Smart Door Unlock System based 
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 
be able to unlock the door. So, limitation of managing
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 
not only enhance the security but also make the system keyless. Proposed system 
attacks as we are proposing machine learning based approach.
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based approach is proposed in the paper. In this system camera sensor will be used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 

e to unlock the door. So, limitation of dealing with keys will be resolved. This system will now not best beautify 
the safety however additionally make the device keyless. Many promising digital based automated solutions came in 
market whose detailed analysis is given in literature survey, a few are thumb based, Iris based and Face Based. Many 
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In today's era of automation and smart devices, there is crucial 
system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
traditional and simple security measures of the system. In traditional system many of the doors are havi

restricted on the number of keys. This article proposes Smart Door Unlock System based 
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 

used to detect the authenticated faces. Only the person whose face is matched can be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 
be able to unlock the door. So, limitation of managing
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 
not only enhance the security but also make the system keyless. Proposed system 
attacks as we are proposing machine learning based approach.
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In today's era of automation and smart devices, there is crucial 
system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
traditional and simple security measures of the system. In traditional system many of the doors are havi

restricted on the number of keys. This article proposes Smart Door Unlock System based 
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 

used to detect the authenticated faces. Only the person whose face is matched can be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 
be able to unlock the door. So, limitation of managing keys will be resolved. The security system is also made by 
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 
not only enhance the security but also make the system keyless. Proposed system 
attacks as we are proposing machine learning based approach.

, Machine Learning, Smart Door 

I. INTRODUCTION
days with the extreme use of smart devices are used to automate many of the processes. Home automation is 

one of the aggressively developed technology use by high end society. It's far tough to consider blindly on traditional 
ures of the device. in conventional gadget many of the doors are having mechanical lock 

which have been constrained on the number of keys. So, to overcome the aforementioned issues and traditional 
locking system one has to modify them and make them smart a
secured environment and accountability of who locked and unlocked when 

This paper proposes Smart Door Unlock System based on Face Detection to enrich the
based approach is proposed in the paper. In this system camera sensor will be used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 

e to unlock the door. So, limitation of dealing with keys will be resolved. This system will now not best beautify 
the safety however additionally make the device keyless. Many promising digital based automated solutions came in 

sis is given in literature survey, a few are thumb based, Iris based and Face Based. Many 
people tried to develop the automation on door based on smart card thumb based, iris based but very few of them 

This system is so promising but has its own pros and cons. 
are also faced when we use face detection such as lightening, varying brightness. The main advantage of this system 
is acquiring the door using face detection approach and entire face is recog
involves attribute extraction from facial image with help of smart door model an intense innocence is expected in 
security industry and to make daily objects synergistic.. 
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In today's era of automation and smart devices, there is crucial 
system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
traditional and simple security measures of the system. In traditional system many of the doors are havi

restricted on the number of keys. This article proposes Smart Door Unlock System based 
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 

used to detect the authenticated faces. Only the person whose face is matched can be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 

keys will be resolved. The security system is also made by 
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 
not only enhance the security but also make the system keyless. Proposed system 
attacks as we are proposing machine learning based approach. 
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INTRODUCTION 
days with the extreme use of smart devices are used to automate many of the processes. Home automation is 

one of the aggressively developed technology use by high end society. It's far tough to consider blindly on traditional 
ures of the device. in conventional gadget many of the doors are having mechanical lock 

which have been constrained on the number of keys. So, to overcome the aforementioned issues and traditional 
locking system one has to modify them and make them smart and automated. It works well but when we wish more 
secured environment and accountability of who locked and unlocked when 

This paper proposes Smart Door Unlock System based on Face Detection to enrich the
based approach is proposed in the paper. In this system camera sensor will be used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 

e to unlock the door. So, limitation of dealing with keys will be resolved. This system will now not best beautify 
the safety however additionally make the device keyless. Many promising digital based automated solutions came in 

sis is given in literature survey, a few are thumb based, Iris based and Face Based. Many 
people tried to develop the automation on door based on smart card thumb based, iris based but very few of them 

so promising but has its own pros and cons. 
are also faced when we use face detection such as lightening, varying brightness. The main advantage of this system 
is acquiring the door using face detection approach and entire face is recog
involves attribute extraction from facial image with help of smart door model an intense innocence is expected in 
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In today's era of automation and smart devices, there is crucial need to alter the security measures of 
system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
traditional and simple security measures of the system. In traditional system many of the doors are havi

restricted on the number of keys. This article proposes Smart Door Unlock System based 
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 

used to detect the authenticated faces. Only the person whose face is matched can be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 

keys will be resolved. The security system is also made by 
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 
not only enhance the security but also make the system keyless. Proposed system 

Security. 

days with the extreme use of smart devices are used to automate many of the processes. Home automation is 
one of the aggressively developed technology use by high end society. It's far tough to consider blindly on traditional 

ures of the device. in conventional gadget many of the doors are having mechanical lock 
which have been constrained on the number of keys. So, to overcome the aforementioned issues and traditional 

nd automated. It works well but when we wish more 
secured environment and accountability of who locked and unlocked when the major part is

This paper proposes Smart Door Unlock System based on Face Detection to enrich the
based approach is proposed in the paper. In this system camera sensor will be used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 

e to unlock the door. So, limitation of dealing with keys will be resolved. This system will now not best beautify 
the safety however additionally make the device keyless. Many promising digital based automated solutions came in 

sis is given in literature survey, a few are thumb based, Iris based and Face Based. Many 
people tried to develop the automation on door based on smart card thumb based, iris based but very few of them 

so promising but has its own pros and cons. 
are also faced when we use face detection such as lightening, varying brightness. The main advantage of this system 
is acquiring the door using face detection approach and entire face is recognized. Face recognition technique 
involves attribute extraction from facial image with help of smart door model an intense innocence is expected in 
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system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
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restricted on the number of keys. This article proposes Smart Door Unlock System based 
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 

used to detect the authenticated faces. Only the person whose face is matched can be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 

keys will be resolved. The security system is also made by 
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 
not only enhance the security but also make the system keyless. Proposed system will be robust from hacking 

days with the extreme use of smart devices are used to automate many of the processes. Home automation is 
one of the aggressively developed technology use by high end society. It's far tough to consider blindly on traditional 

ures of the device. in conventional gadget many of the doors are having mechanical lock 
which have been constrained on the number of keys. So, to overcome the aforementioned issues and traditional 

nd automated. It works well but when we wish more 
the major part is

This paper proposes Smart Door Unlock System based on Face Detection to enrich the security. Machine learning 
based approach is proposed in the paper. In this system camera sensor will be used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 

e to unlock the door. So, limitation of dealing with keys will be resolved. This system will now not best beautify 
the safety however additionally make the device keyless. Many promising digital based automated solutions came in 

sis is given in literature survey, a few are thumb based, Iris based and Face Based. Many 
people tried to develop the automation on door based on smart card thumb based, iris based but very few of them 

so promising but has its own pros and cons. certain
are also faced when we use face detection such as lightening, varying brightness. The main advantage of this system 

nized. Face recognition technique 
involves attribute extraction from facial image with help of smart door model an intense innocence is expected in 

ISSN: 2349-7017
    www.ijiris.com

_____________________________________________________________________________________________________________________________
                                                                     Page 

RECOGNITION

IJIRIS: International 

under the terms of the Creative Commons Attribution 
License; Which Permits unrestricted use, distribution, and reproduction in any medium, provided the original 

need to alter the security measures of 
system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
traditional and simple security measures of the system. In traditional system many of the doors are havi

restricted on the number of keys. This article proposes Smart Door Unlock System based 
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 

used to detect the authenticated faces. Only the person whose face is matched can be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 

keys will be resolved. The security system is also made by 
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 

will be robust from hacking 

days with the extreme use of smart devices are used to automate many of the processes. Home automation is 
one of the aggressively developed technology use by high end society. It's far tough to consider blindly on traditional 

ures of the device. in conventional gadget many of the doors are having mechanical lock 
which have been constrained on the number of keys. So, to overcome the aforementioned issues and traditional 

nd automated. It works well but when we wish more 
the major part is was missing in 

security. Machine learning 
based approach is proposed in the paper. In this system camera sensor will be used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 

e to unlock the door. So, limitation of dealing with keys will be resolved. This system will now not best beautify 
the safety however additionally make the device keyless. Many promising digital based automated solutions came in 

sis is given in literature survey, a few are thumb based, Iris based and Face Based. Many 
people tried to develop the automation on door based on smart card thumb based, iris based but very few of them 

certain challenges 
are also faced when we use face detection such as lightening, varying brightness. The main advantage of this system 

nized. Face recognition technique 
involves attribute extraction from facial image with help of smart door model an intense innocence is expected in 

7017 
www.ijiris.com 

_________________________________________________________________________________________________________________________________ 
Page -6 

TION 

International 

under the terms of the Creative Commons Attribution 
License; Which Permits unrestricted use, distribution, and reproduction in any medium, provided the original 

need to alter the security measures of 
system as privacy and security are notable issues in the information system. It is difficult to trust blindly on 
traditional and simple security measures of the system. In traditional system many of the doors are having 

restricted on the number of keys. This article proposes Smart Door Unlock System based 
on Face Recognition to enhance the security. In this system camera sensor is used to capture the face and image 

used to detect the authenticated faces. Only the person whose face is matched can be 
able to unlock the door. So, limitation of managing keys will be resolved. Only the person whose face is matched can 

keys will be resolved. The security system is also made by 
means of maintaining into the eye of old age humans for whom it is hard to open the door manually. This system will 

will be robust from hacking 

days with the extreme use of smart devices are used to automate many of the processes. Home automation is 
one of the aggressively developed technology use by high end society. It's far tough to consider blindly on traditional 

ures of the device. in conventional gadget many of the doors are having mechanical lock 
which have been constrained on the number of keys. So, to overcome the aforementioned issues and traditional 

nd automated. It works well but when we wish more 
was missing in 

security. Machine learning 
based approach is proposed in the paper. In this system camera sensor will be used to capture the face and image 
matching algorithm will be used to detect the authenticated faces. Only the person whose face is matched can be 

e to unlock the door. So, limitation of dealing with keys will be resolved. This system will now not best beautify 
the safety however additionally make the device keyless. Many promising digital based automated solutions came in 

sis is given in literature survey, a few are thumb based, Iris based and Face Based. Many 
people tried to develop the automation on door based on smart card thumb based, iris based but very few of them 

challenges 
are also faced when we use face detection such as lightening, varying brightness. The main advantage of this system 

nized. Face recognition technique 
involves attribute extraction from facial image with help of smart door model an intense innocence is expected in 



 
                      
                      
 

_________________________________________________________________________________________________________________________________
IJIRIS:: ©2014

 

A. Literature Survey 
We have discovered various papers identified with the security framework. The author in [1] proposed a novel 
approach of face recognition which based on Gabor filtering and supervised classification. The 2D filter bank are 
used and then produces 3D robust f
face verification method used by using this technique a high facial recognition rate is obtained. The author in [2] 
proposed an efficient face detection algorithm. This paper
AdaBoost classifier and cascading of classifiers thus reducing the computations and resulting in an efficient and fast 
detection algorithm. The author in [3] proposed a system to ensure security for aut
Arduino and captures the image of the person trying to start the vehicle. The algorithm used for face recognition is 
PCA. The authors in [4] They were used an Embedded platform which was very unique and easy to implement. Th
proposed an image capturing technique in an embedded system based on Raspberry Pi board. The author in [5] he 
project was “Raspberry Pi Face Recognition in Treasure Box” a great example of how to use the Raspberry Pi and Pi 
camera with Open CV's compute
the latest and most interesting computer vision algorithms like face recognition. The author in [6] He developed a 
system with an advanced surveillance camera capable of 
detected using OPENCV library, Eigen face methodology and these all processing has 
Raspberry Pi. The authors in [7] They proposed there work on Raspberry pi 2 B+ model wi
capture an image and con
author in [8] He proposed that real time application of Face Recognition concept by generating a MATLAB code 
using image 
implemented security system where if any person came at the door it was notified to the home owner via e
twitter then the user could see the person st
 

B. Proposed Work
In this system, we are using Local Binary Pattern Histogram (LBPH) for face recognition. Open CV is an open source 
computer vision library that has three built
Binary Pattern Histogram (LBPH). Compared with the two algorithms, the LBPH can not only recognize the front 
face, but also recognize the side face, which is more flexible. Therefore, the face recogniti
Local Binary Pattern Histogram (LBPH). It is a simple yet very efficient texture operator which labels the pixels of an 
image by thresholding the neighbourhood of each pixel and considers the result as a binary number. And then i
converts the binary number into a decimal number, and that decimal number is the new value of the centrepixel
 

 
 
 
 
 
 
 

 

At first, we have to save images by using data sets and after that, we will train that faces to LBPH 
stores into the database. At first, it converts colour images to gray scale images and then it converts into pixels for 
detecting this will divide the image into various pieces then it stores the values of each pixel. If pixels are less t
will be represented as 0 and pixels which are high will be 1 then it will be arranged in 3 × 3 matrix format for 
recognizing the images on screen compared to database stored images.
C. System Architecture
Basic flow of the face detection system is 
help of camera, then it will be identified by using method called haar cascade method. 
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The captured image will be matched by the face that is stored in the database. If the Face 
name of person will be said to the user by using speakers and voice commands will be taken as input by user with 
help of mic. If the user gives command to open the door, then door will be unlocked automatically else would be 
remain closed.

A. Methodology
 Firstly, the training of data
 Then, Features of Image is extracted into Encodings.
 Extracted Encodings are stored in database which we use them in p
 We should run the code which it detects face checks for match in database.
 If it is Matched Then, Door will Unlocked
 It it is not matched with the Image in th
 If unauthorized person try’s to enter 
 
B. Results

 
Fig.3 shows the display when authorized person try’s
name of the person.
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