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Abstract— The hash function Blue Midnight Wish (BMW) is a candidate in the SHA-3 competition organized by the 

U.S. National Institute of Standards and Technology (NIST). BMW was selected for the second round of the 

competition, but the algorithm was tweaked in a number of ways. In this paper design, implementation and 

characterization of BMW 256 core is presented. Verilog HDL is used to model the hardware. Xilinx Virtex-6 FPGA 

(XC6VLX240T-1FF1156) is used to prototype the design. 
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I. INTRODUCTION 

During this time when the internet provides essential communication between tens of millions of people and is being 

increasingly used as a tool for commerce, security becomes a tremendously important issue to deal with. There are many 

aspects to security and many applications, ranging from secure commerce and payments to private communications and 

protecting passwords. One essential aspect for secure communications is that of cryptography. But it is important to note 
that while cryptography is necessary for secure communications, it is not by itself sufficient [1]. 

 

 A cryptographic hash function is a hash function that takes an arbitrary block of data and returns a fixed-size bit string, 

the cryptographic hash value, such that any (accidental or intentional) change to the data will (with very high probability) 

change the hash value. The data to be encoded are often called the message, and the hash value is sometimes called the 

message digest or simply digests. The ideal cryptographic hash function has four main properties: it is easy to compute 

the hash value for any given message, it is infeasible to generate a message that has a given hash, it is infeasible to 

modify a message without changing the hash, it is infeasible to find two different messages with the same hash[2].  

 

 A family of SHA (Secure Hash Algorithm) algorithms are designed by National Institute of Standards and 

Technology (NIST) and published as Federal Information of Processing Standards (FIPS). Some of the most widely used 
dedicated hash functions in real applications are message-digest algorithm MD5 [3] and SHA-1[4]. In recent years, there 

have been a series of serious and alarming cryptanalytic attacks, reported on these hash functions. This leads to the 

development of SHA-2 algorithm [5],[9]. And then NIST conduct a hash function competition to develop SHA 3 hash 

functions. BMW hash function is one of the candidates from Second Round of the competition and it is one of the fastest 

proposed new designs in the SHA-3 competition in software [4]. Cryptographic hash functions have many information 

security applications, notably in digital signatures, message authentication codes (MACs), and other forms of 

authentication. They can also be used as ordinary hash functions, to index data in hash tables, for fingerprinting, to detect 

duplicate data or uniquely identify files, and as checksums to detect accidental data corruption. Indeed, in information 

security contexts, cryptographic hash values are sometimes called (digital) fingerprints, checksums, or just hash values, 

even though all these terms stand for more general functions with rather different properties and purposes [6]. 

 

II. PRINCIPLE OF OPERATION 
Basically many popular hash functions, including SHA follows Merkle-Damgard (MD) construction [7] scheme. In 

this scheme an input is taken and given to a padding unit. Padding unit create an output whose size is a multiple of a 

fixed number. The hash function then break the padded output into blocks of fixed size and process them one at a time 

with the compression function. Each time the compression function combines a block of input with the output of 

previous round [8]. The output of the last call to the compression function is the digest of the message. The MD 

construction scheme is shown in Fig. 1. 

                                                   
Fig. 1: Merkle-Damgard construction scheme 
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Blue Midnight wish (BMW) hash function is a one of the 14 candidates in second round of the NIST‟s SHA-3 

competition. BMW is a family of hash functions, containing four major instances, e.g., BMW-n, for n= 224, 256, 384, 

512, where n is the size of hash output. BMW is a wide-pipe Merkle-Damgard hash construction with an unconventional 
compression function, where the nonlinearity is derived from the overlap of modular addition and XOR operations. The 

most innovative parts of the design are the compression function construction and the design of the permutations; much 

of the design is novel and unique amongst the second round candidates. BMW has very good performance and appears to 

be suitable for a wide range of platforms [10]. 

 

BMW 256 may be used to hash a message M, having a length of l bits, where 0 < l < 264 and creates a 256 bit 

message digest. The basic data block which is used for BMW-256 is 32 bits long. The algorithm has two stages and 

several sub-stages within every stage [11]. 

 

A. Preprocessing 

 

Preprocessing consists of three steps: padding the message, parsing the message into message block and setting the 
initial hash value. 

 

1) Padding the message: The message M, shall be padded before hash computation begins. The purpose of this 

padding is to ensure that the padded message is a multiple of 512 bits. Suppose that the length of the message M 

is l bits. Append the bit "1" to the end of the message, followed by k zero bits, where k is the smallest, non-

negative solution to the equation l + 1 + k = 448 mod 512. Then append the 64–bit block that is equal to the 

number l expressed using a binary representation. 

 

2) Parsing the message: The padded message is parsed into N, 512-bit blocks.  Each block consists of sixteen, 32-

bit words. 

 
3) Setting the initial hash value: The initial double pipe of BMW 256 starts from the byte value 0x40 and takes all 

64 successive byte values up to the value 0x7F. 

 

B. Hash Computation 

 

 A message M, having a length of l bits, where 0 ≤ l < 264, can be hashed using BMW-256 algorithm. The algorithms 

use sixteen 32–bit working variables that are part of the double pipe, and additional sixteen 32–bit working variables that 

together with the variables of the double pipe, make the extended (quadruple) pipe. The words of the quadruple pipe are 

labeled Q0
(i), Q1

(i),..., Q31
(i).  The words of the initial double pipe are labeled H0

(i-1), H1
(i-1), ..., H15

(i-1), which will hold the 

initial double pipe value H(0), replaced by each successive intermediate double pipe value (after each message block is 

processed), H(i), and ending with the final double pipe value H(N). BMW 256 uses two temporary32 –bit words XL and 

XH. The final result of BMW 256 is a 256–bit message digest that are the least significant 256 bits from the final 
doublepipe i.e., (H8

(N) , . . . , H15
(N)). Hash computation steps are given below. 

 

For i = 1 to N 

{ 

Qa
(i) = f0(M

(i), H(i−1)); 

Qb
(i) = f1(M

(i), Qa
(i)); 

H(i) = f2(M
(i), Qa

(i), Qb
(i)); 

} 

 

The functions f0, f1 and f2 define the compression function of BMW. The output of the compression function is H(i) 

= (H0
(i), H1

(i), ..., H15
(i)).The first function is f0 : {0, 1}2m  →  {0, 1}m. It takes two arguments M(i) and H(i−1) each of m bits 

and bijectively transforms M(i) ⊕ H(i−1). The first argument consists of sixteen 32-bit words, which represent the input 

message block: M0
(i), M1

(i),..., M15
(i). The second argument consists of sixteen 32-bit words, which are working as initial 

values H0
(i-1), H1

(i-1),..., H15
(i-1). The function can be briefly described as Qa

(i) = f0(M
(i) ,H(i−1)) where Qa

(i) = (Q0
(i), Q1

(i),..., 

Q15
(i)) is the first part of the extended (quadrupled) pipe Q(i).  

 

The second function f1 also takes two arguments: a message block  M(i) of m bits and the value of Qa
(i) of m bits, to 

produce the second part Qb
(i) = (Q16

(i), Q17
(i),..., Q31

(i)) of the extended (quadrupled) pipe Q(i). The function can be briefly 

described as f1 : {0, 1}2m  →{0, 1}m, and Qb
(i) = f1(M

(i), Qa
(i)). The third function f2 map 3m bits to m bits. It takes two 

arguments: a message block M(i) of m bits and the current value of the extended pipe Q(i) = (Qa
(i), Qb

(i)) which has 2m bits, 

to produce a new double pipe  H(i) = (H0
(i), H1

(i), ..., H15
(i)) of m bits. So, f2 : {0, 1}3m → {0, 1}m and H(i) = f2(M

(i), Q(i)) = 

f2(M
(i), Qa

(i), Qb
(i)). 



Ist  Author et al., International Journal of Innovative Research in Information Security 

© 2014, IJIRIS, All Rights Reserved                                                                                                                 Page | 3 

 

 

 

  
Fig. 2: Compression function in Blue Midnight Wish 

 

 

 

III. PROPOSED DESIGN 

 

A. Core I/O Diagram 

 
               Fig. 3: Core I/O diagram for BMW 256 
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B. Pin  Table 
TABLE I 

 

Pin 

Name 

Mode Type  Width Function 

clk IN Active 

high 

1 Master clock 

rst IN Active 

high 

1 Master reset 

wr IN Active 

low 

1 Control signal to read 

the available data 

msg_in IN  8 Message data is input 

as 8-bit blocks 
through this port 

when „wr‟ is low. 

After receiving each 

block (8-bit), „wr‟ is 

asserted. 

islast IN Active 

high 

1 After the entire block 

of data is served, 

islast is asserted  and 

then no input data 

can enter  

H OUT  256 Message digest  

 
 

IV. IMPLEMENTATION RESULT 

The BMW 256 algorithm is simulated using Modelsim® SE and the obtained result is shown in Fig.4. For software-

hardware co-validation „abc‟ is taken for BMW 256. 

 

 
 

Fig. 4: Simulation result using Modelsim
® 

BMW 256 

 

The designs are implemented on a Virtex®-6 FPGA (XC6VLX240T-1FF1156) included in the Xilinx® ML605 

evaluation kit. Xilinx® ISE 14.3 is used as an FPGA development environment during the implementation process (i.e., 

synthesis, map and place & route).Table II below shows the overall resource consumption. Fig. 5 show the hardware test 

result using ChipScope™ ILA tool of Xilinx®. 
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     Fig. 5: Hardware test result using ChipScope
™

 ILA tool BMW 256 

 

TABLE III 

 

Slice Logic Utilization Available Used 

 
Number of Slice Registers  

301,440 

 

2,410 
Number of Slice LUTs  

150,720 

 

5,143 
Number used as Memory 

58,400 332 

Number used exclusively as route-

thrus 
  

176 

 
Number of occupied Slices 37,680 1,554 

Number of LUT Flip Flop pairs used 
  

5,708 

Number of bonded IOBs 600 284 

Number of BUFG/BUFGCTRLs 32 2 

Number of BSCANs 4             1 

Number of STARTUPs 1 1 

Average Fanout of Non-Clock Nets 
  

2.70 
 

V. CONCLUSION 

FPGA implementation of BMW 256 is presented in this paper. The behavioural descriptions of the designs are 

written in verilog HDL and simulated using Modelsim® platform. The designs are successfully implemented on Xilinx® 

Virtex® -6 FPGA (XC6VLX240T-1FF1156). Design verification is performed with the help of ChipScope™ ILA tool of 

Xilinx®. 

REFERENCES 
[1] Nalini C. Iyer and Sagarika Mandal, “Implementation of Secure Hash Algorithm-1 using FPGA”, International 

Journal of Information and Computation Technology, vol. 3, no. 8, pp. 757-764, 2013. 

[2] A. J. Menezes, P. C. Van Oorschot and A. Vanstone,” Handbook of Applied Cryptography, 5th ed. CRC Press, 

2001.  

[3] Rivest RL, “The MD5 message digest algorithm”, RFC 1321, April 1992. 

[4] FIPS Publication 180-1, “Secure hash standard (SHS)”, US Doc/NIST, April 17, 1995. 

[5] FIPS Publication 180-3, “Secure hash standard (SHS)”, US Doc/NIST, April 17, 1995. 

[6] Mike Speciner, Radia Periman and Charlie Kaufman, “Network Security   Private Communications in a Public 

World”, Pearson Education Ltd, Second  edition, 2002. 

[7] R.C Merkle, “Secrecy, authentication and public key systems”, Stanford Ph.D thesis, 1979. 

[8] https://en.wikipedia.org/wiki/Merkle-Damgard Construction  

[9] FIPS Publication 180-4, “Secure hash standard (SHS)”, US Doc/NIST, March, 2012. 

file:///C:\Users\Administrator\Desktop\224_w_long_msg\224_no_pain\sha224_no_pain\sha224_no_pain_map.xrpt?&DataKey=IOBProperties


Ist  Author et al., International Journal of Innovative Research in Information Security 

© 2014, IJIRIS, All Rights Reserved                                                                                                                 Page | 6 

[10]  Mohamed El-Hadedy, Martin Margala, Danilo Gligoroski and Svein J. Knapskog, “Implementing The Blue 

Midnight Wish Hash Function on Xilinx Virtex-5 FPGA Platform”, International Conference on Reconfigurable 

Computing and FPGAs , December 2010. 

[11] D. Gligoroski, V. Klima, S. J. Knapskog, M. El-Hadedy, Jorn Amundsen    and S. F. Mjolsnes, ”Cryptographic 

Hash Function BLUE MIDNIGHT WISH”, Submission to NIST (Round 2) of SHA-3 Competition, September 

2009. 
[12] https://www.das-labor.org/trac/browser/microcontroller-2/crypto-lib/testvectors/shavs/BlueMidnightWish/Intermedi 

ateValues.txt?rev=2569 

 

http://dl.acm.org/author_page.cfm?id=81392616614&coll=DL&dl=ACM&trk=0&cfid=516662138&cftoken=81019399
http://dl.acm.org/author_page.cfm?id=81100330547&coll=DL&dl=ACM&trk=0&cfid=516662138&cftoken=81019399
http://dl.acm.org/author_page.cfm?id=81330491249&coll=DL&dl=ACM&trk=0&cfid=516662138&cftoken=81019399
http://dl.acm.org/author_page.cfm?id=81100590587&coll=DL&dl=ACM&trk=0&cfid=516662138&cftoken=81019399
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=5692850
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=5692850
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=5692850

