
                   International Journal of Innovative Research in Information Security (IJIRIS)            ISSN: 2349-7017(O) 
                       Volume 1 Issue 5 (November 2014)                                                                                                  ISSN: 2349-7009(P) 
                                                                                                                                                                                                 www.ijiris.com 
 

_________________________________________________________________________________________________________ 
© 2014, IJIRIS- All Rights Reserved                                                                                                                                                 Page -66 
 

 Security Features of different Cloud Service Models: A Review 
Gagandeep Kaur                   Sonal Chawla 

Dept. of I.T                              DCSA 
GGDSD College Chandigarh         PU Chandigarh 

                                      
Abstract-In these days cloud security is the main issue. As many users hesitate to adopt cloud computing due to security 
concerns. So in this paper we have discussed various security features of different cloud service models.  The security of 
different clouds depends mainly upon the framework and programming practices that the developer uses in her application.   
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I. INTRODUCTION 
Security is the main concern in cloud adoption. Even with the use of latest protocols, hackers and worms can attack a system and 
create havoc within a few hours. Within a Cloud, the prospects for incursion are many and the rewards are rich. Architectures and 
applications must be protected and security must be appropriate, emergent and adaptive. Now the question arises whether the 
security be centralized or decentralized? 
The Cloud Security can be centralized or decentralized. Let us take a simple web-application example: part of the application is 
running decentralized in user’s browser (Ajax). The data may be stored in a single data-center i.e. centralized, but the database is 
replicated on different virtual machines i.e. decentralized [1].Cloud Computing is the answer to the increasing demand of 
entreprises as well as of consumers for ubiquitous information in a mobile world. It reflects new forms of communication and 
collaboration and is far beyond the pros and cons of decentralized architectures. 
  
Different cloud providers provide different benefits but despite various benefits offered by cloud based services, many users 
hesitate in moving their IT systems to the cloud .This is due to  many new security problems introduced by cloud environments. 
The new security issues become major reasons for the lack of user trust in cloud based services .Cloud services can be categorized 
in three different service models: Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS) or Infrastructure-as-a-Service 
(IaaS).This paper focus on security features of these different models. 

 
II. CLOUD SERVICE MODELS 

 

 There are three cloud computing service models i.e Iaas, Saas and Paas.Each of these models has their own security features. 
 

A. Infrastructure-as-a-Service (IaaS) 
Infrastructure as a Service (IaaS) is a cloud model which allows organizations to outsource computing equipment and 
resources such as servers, storage, networking as well as services, such as load balancing and content delivery 
networks[2]. The IaaS provider owns and maintains the equipment while the organization rents out the specific services it 
needs, usually on a "pay as you go" basis. Today, the more emphasis is on which IAAS providers to use rather than 
whether or not to use IaaS services[3]. Using this service model, user manages his applications, data, operating system, 
middleware and runtime [3]. The service provider manages user’s virtualization, servers, networking and storage[3]. 
Following are the different service providers of Iaas: 
 

1)Amazon AWS:Today AWS cloud infrastructure has been considered one of the most flexible and secure cloud computing 
environments available today[4].It protects your  applications and data  by highly secure facilities and infrastructure, and also 
provide extensive network and security monitoring systems. These systems provide basic but important security measures such as 
distributed denial of service (DDoS) protection and password brute-force detection on AWS Accounts.  
 

2) Windows Azure: Azure must provide confidentiality, integrity, and availability of customer data, just like any other application 
hosting platform. It must also provide transparent accountability to allow customers and their agents to track administration of 
applications and infrastructure, by themselves and by Microsoft. 

 

3)Google Compute Engine:Google Compute Engine is a service that provides virtual machines that run on Google infrastructure. 
Google Compute Engine offers scale, performance, and value that allows you to easily launch large compute clusters on Google's 
infrastructure[6].Google’s security strategy provides controls at multiple levels of data storage, access, and transfer.  
 

B. Platform-as-a-Service(PaaS) 
This cloud service model could be considered the second layer. In this service model, user manage applications and data and the 
cloud vendor manages everything else. One popular Platform-as-a-Service is the Google app engine. In this model you pay for 
what you use. For example a small business who is interested in application testing might find this model beneficial for 
eliminating costs for up keeping the hardware. Examples are google app engine [3].Following are different service providers of 
Paas: 
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1) Engine Yard:Engine Yard is committed to maintaining a safe and secure platform for our customers, business partners, and the 
broader community. Engine Yard has an in-house information security and compliance function that complements the controls 
that  IaaS provider, Amazon Web Services provides.  
 

2) Red Hat OpenShift:Red Hat has a long history of managing the packages that make up Red Hat Enterprise Linux, including 
industry-leading responsiveness to security vulnerabilities and managing its online presence on Linux systems. 
 

3)Google App Engine:Google App Engine is a Platform as a Service (PaaS) offering that lets you build and run applications on 
Google’s infrastructure. App Engine applications are easy to build, easy to maintain, and easy to scale as your traffic and data 
storage needs change. With App Engine, there are no servers for you to maintain. You simply upload your application and it’s 
ready to go.Google App Engine supports secure connections via HTTPS for URLs. 
 

C.Software-as-a-Service(SaaS) 
This is the final layer of the cloud services model. In Saas everything in your business is managed by the cloud vendor. As users 
are using the same softwares so they should have compatibility and easier collaboration. User company need not to pay extra 
licensing fees and new users can be easily added. Examples of this are online banking and email such as gmail and 
hotmai[3].Following are Saas service providers: 
 
1)Salesforce:Salesforce provides Software as a service and is a social enterprise known for its Salesforce customer relationship 
management (CRM) product, which is composed of Sales Cloud, Service Cloud, Marketing Cloud, Salesforce.com's platform as a 
service (PaaS) product is known as Force.com[3].  
 
2) Amazon EC2:Amazon EC2 is also known as Amazon Elastic Compute cloud which provides resizable computing capacity in 
Amazon Web Services cloud. Using Amazon EC2 it eliminates the need to invest on hardware upfront which saves money and 
also helps in developing and deploying the application on faster pace[3]. 

 
III. SECURITY FEATURES OF DIFFERENT CLOUD PLATFORMS 

Following table describes security features of different cloud platforms: 
 

TABLE 1 

Iaas Features 

Amazon AWS Additional security services are[4]: 
• Secure access – Customer access points, also called API endpoints, allow secure HTTP access 

(HTTPS) so that you can establish secure communication sessions with your AWS services using 
SSL. 

• Built-in firewalls – You can control how accessible your instances are by configuring built-in 
firewall rules – from totally public to completely private, or somewhere in between. And when your 
instances reside within a Virtual Private Cloud (VPC) subnet, you can control egress as well as 
ingress. 

• Unique users – The AWS Identity and Access Management (IAM) tool allows you to control the level 
of access your own users have to your AWS infrastructure services. With AWS IAM, each user can 
have unique security credentials, eliminating the need for shared passwords or keys and allowing 
the security best practices of role separation and least privilege. 

• Multi-factor authentication (MFA) – AWS provides built-in support for multi-factor authentication 
(MFA) for use with AWS Accounts as well as individual IAM user accounts 

• Private Subnets – The AWS Virtual Private Cloud (VPC) service allows you to add another layer of 
network security to your instances by creating private subnets and even adding an IPsec VPN tunnel 
between your home network and your AWS VPC. 

• Encrypted data storage – Customers can have the data and objects they store in Amazon S3, 
Glacier, Redshift, and Oracle RDS encrypted automatically using Advanced Encryption Standard 
(AES) 256, a secure symmetric-key encryption standard using 256-bit encryption keys. 

• Dedicated connection option – The AWS Direct Connect service allows you to establish a dedicated 
network connection from your premise to AWS. Using industry standard 802.1q VLANs, this 
dedicated connection can be partitioned into multiple logical connections to enable you to access 
both public and private IP environments within your AWS cloud. 

• Security logs – AWS CloudTrail provides logs of all user activity within your AWS account. You can 
see what actions were performed on each of your AWS resources and by whom. 

• Isolated GovCloud – For customers who require additional measures in order to comply with US 
ITAR regulations, AWS provides an entirely separate region called AWS GovCloud (US) that 
provides an environment where customers can run ITAR-compliant applications, and provides 
special endpoints that utilize only FIPS 140-2 encryption. 

• CloudHSM – For customers who must use Hardware Security Module (HSM) appliances for 
cryptographic key storage, AWS CloudHSM provides a highly secure and convenient way to store 
and manage keys. 
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• Trusted Advisor – Provided automatically when you sign up for premium support, the Trusted 
Advisor service is a convenient way for you to see where you could use a little more security. It 
monitors AWS resources and alerts you to security configuration gaps such as overly permissive 
access to certain EC2 instance ports and S3 storage buckets, minimal use of role segregation using 
IAM, and weak password policies. 

Windows 
Azure 

 

Security Services are[5]: 
• SSL Mutual Authentication for Internal Control Traffic:All communications between Azure internal 

components are protected with SSL. 
• Certificate and Private Key Management:To lower the risk of exposing certificates and private keys 

to developers and administrators, they are installed via a separate mechanism than the code that 
uses them. Certificates and private keys are uploaded via SMAPI or the Azure Portal as PKCS12 
(PFX) files protected in transit by SSL. 

• Access Control in Azure Storage:Azure Storage has a simple access control model. Each Azure 
subscription can create one or more Storage Accounts. Each Storage Account has a single secret 
key that is used to control access to all data in that Storage Account. This supports the typical 
scenario where storage is associated with applications and those applications have full control over 
their associated data. 

• Least Privilege Customer Software:Running applications with least privilege is widely regarded as 
an information security best practice. To align with the principle of least privilege, customers are 
not granted administrative access to their VMs, and customer software in Azure is restricted to 
running under a low-privilege account by default 

Google Compute 
Engine 

• Google corporate security policies 
• Organizational security: Google’s security organization is broken down into several teams that focus 

on information security, global security auditing, and compliance, as well as physical security for 
protection of Google’s hardware infrastructure. These teams work together to address Google’s 
overall global computing environment 

• Data asset management: Google’s data assets - comprising customer and end-user assets as well as 
corporate data assets - are managed under security policies and procedures. 

• Access control: In order to secure Google’s vast data assets, Google employs a number of 
authentication and authorization controls that are designed to protect against unauthorized access. 

•  Personnel security: Google has policies, procedures, and infrastructure to handle both physical 
security of its data centers as well as the environment from which the data centers operate 

Paas  

Engine Yard 

 

• Shared Responsibility: An Engine Yard Cloud customer cluster is isolated from other customer 
clusters, and is a self-contained environment that includes compute, storage, and database services. 
Unlike some other cloud providers, no functionality is shared between virtualized instances. In our 
single tenancy model, customers own and operate their own instances, including full administrative 
access - much like a server that is racked in a data center[7]. 

• Risk Assessments: Engine Yard performs regular risk assessments. The scope of these assessments 
varies, and, depending on the need, is performed either in house, or by a third- party. Engine Yard 
has recently conducted a penetration test against the product dashboard; our platform services APIs, 
as well as a general IT business/ security processes review. 

 Security Policy Management: Policies are important for setting the tone and direction of the 
organization, establishing clear responsibilities, and demonstrating accountability to our 
stakeholders. Engine Yard takes information security seriously and has established Information 
Security policies like: Information security objective and scope  

 Internet usage 
Information security roles and responsibilities 

 
Red Hat 
openshift 

• SELinux 
• Process, network, and storage separation 
• Statefull and stateless inspection firewall 
• Proactive monitoring of capacity limits (CPU, disk, memory, etc.) 
• Intrusion detection (files, ports, back doors, etc.) 
• Port monitoring 
• Pam namespace 
• Security compliance frameworks 
• RPM verification and vulnerabilities updated 
• Remote logging 
• Encrypted communications (SSH, SSL, etc.) 

Google App 
Engine 

• Google corporate security policies 
• Organizational security: Google’s security organization is broken down into several teams that focus 

on information security, global security auditing, and compliance, as well as physical security for 
protection of Google’s hardware infrastructure. These teams work together to address Google’s 
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IV. CONCLUSION 
As different cloud services have different features, so the users of the cloud should use the services according to their requirement. 
They can get the benefit of the service according to the need. In this paper we have discussed different cloud service models and 
security features provided by different types of cloud service providers. So the security of different clouds depends mainly upon 
the framework and programming practices that the developer uses. However to attract the users there is need to improve the trust 
issue of the users. Our work on cloud security is based on SaaS that includes developing a secure storage system for increasing the 
security over cloud. To obtain an efficient and scalable system we use cryptographic tools to protect the data on cloud. To 
implement our security system we will use Google App Engine cloud. 
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overall global computing environment 
• Data asset management: Google’s data assets - comprising customer and end-user assets as well as 

corporate data assets - are managed under security policies and procedures. 
• Access control: In order to secure Google’s vast data assets, Google employs a number of 

authentication and authorization controls that are designed to protect against unauthorized access. 
• Personnel security: Google has policies, procedures, and infrastructure to handle both physical 

security of its data centers as well as the environment from which the data centers operate 
Saas  

Salesforce • Access control and physical security 
• Environmental controls 
• Power 
• Network 

Amazon EC2 Administrators do not have access to customer instances and cannot log into the Guest OS. EC2 
Administrators with a business need are required to use their individual cryptographically strong Secure 
Shell [SSH] keys to gain access to a host. All such accesses are logged and routinely audited. While the data 
at rest in Simple Storage Service [S3] is not encrypted by default, users can encrypt their data before it is 
uploaded to Amazon S3, so that it is not accessed or tampered with by any unauthorized party. 


